Are Our OSes Prepared for Edge Computing?
Pekka Enberg
University of Helsinki
pekka.enberg@cs.helsinki.fi

ABSTRACT
Edge computing is an emerging computing paradigm, which is
aimed at latency-sensitive applications such as autonomous vehicles and augmented reality that cannot be deployed to centralized
cloud because of high wide area network latencies. Single-board
microservers have been proposed as one platform for edge computing because they are low-cost and low energy, and there is a large
installation base at the edge of network. However, edge devices
currently run commodity OSes, which are evolving largely to cater
for the needs of high-end smart devices and servers. Single-board
microservers lack hardware capabilities such as multiqueue NICs
that are currently needed for low latency on multicore systems.
Virtualization has been proposed as a solution for edge computing
but virtualization techniques have overheads, which could affect
their applicability to edge use cases. The objective of this research
is to understand the overheads and limitations in OS designs, OS
interfaces, and virtualization techniques that hinder low latency on
edge devices and propose an OS design and interfaces that address
the needs of edge computing use cases.
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INTRODUCTION

Edge computing is an emerging computing paradigm, which is
aimed at latency-sensitive applications such as autonomous vehicles and augmented reality that cannot be deployed to centralized
cloud because of high wide area network latencies [27]. Edge devices are particularly networking intensive because they communicate continuously with low-power sensors, smart devices, and the
centralized cloud. Single-board microservers have been proposed
as one platform for edge computing because they are low-cost and
low energy, and there is a large installation base at the edge of
network [20].
Edge devices currently run commodity OSes like Linux. However, commodity OSes are evolving largely to cater for the needs
of high-end smart devices and servers. Single-board micro servers
aim for low-cost and low-energy and lack hardware capabilities
such as multiqueue NICs [3, 25]. Furthermore, virtualization techniques have been long assumed to enable edge computing, but they
virtualization techniques have overheads [8], which could affect
their applicability to edge use cases.
The primary goals for the design of an OS for edge devices are:
• Security: Commodity OSes are complex and implemented in
unsafe programming languages, which has made them a target
for exploitation [5]. While there is a large community researching
commodity OS security issues and problems tend to be fixed
quickly, there is still a window of opportunity to exploit edge
devices, which are deployed outside of protection of centralized
cloud and are largely autonomous.
• Low latency: One of the main drivers of edge computing is
low latency. However, shared memory kernels have overheads

on multicore systems [6] and kernel network stacks and network APIs have overheads [10, 13, 26], which hinder low latency
solutions. Furthermore, attempts to reduce latency under virtualization has focused on hardware virtualization capabilities such
as SR-IOV [24], which are not available on many edge devices.
• Energy efficiency: Communications technology is forecast to
consume up to half of global electricity by 2030 [1], but energy efficiency remains an open issue in OS design. For example, polling
is often used as an optimization to reduce latency, but it hurts
energy efficiency [21]. Virtualization techniques have energy
overheads that can be significant depending on the workload [14].
The objective of this research is to (1) understand the overheads
and limitations in OS designs, OS interfaces, and virtualization techniques that hinder low latency on edge devices and (2) propose an
OS design and interfaces that address the needs of edge computing
use cases.
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RESEARCH QUESTIONS

Q1. What overheads current OS designs, OS interfaces, and
virtualization techniques have on latency and energy efficiency that hinders edge computing?
Edge devices are networking intensive because they communicate
continuously with low-power sensors, smart devices, and the centralized cloud. The OS interfaces for networking and the kernel
network stacks implementing them have various overheads that
hinder low latency. For example, the POSIX socket API has overheads from system calls and lack of connection locality [10, 13].
Kernel network stacks that implement traditional socket API have
high per-packet processing cost from dynamic memory allocation,
memory copies, and kernel data structures such as socket buffers
(SKBs) [26]. Furthermore, shared-memory kernel designs have overheads from locking and context switches [6, 18], which further
hinders low latency solutions.
Virtualization is proposed as a technique to allow multitenancy
and isolation on edge devices [27]. Hypervisors provide both multitenancy and strict isolation but they have various performance
overheads [8]. Containers have less overheads than hypervisors but
provide less isolation because all containers share the same host kernel [19]. Container isolation has been proposed to be improved with
hardware features such as memory enclaves [2] but recent attacks
on them [23, 28] makes their effectiveness unclear. Furthermore,
containers are hard to secure because they have access to the full
host kernel system call interface by default and require additional
security mechanisms to restrict containers to a subset of the system
call interface [19]. Light-weight hypervisors [19] and unikernels [18]
are a promising solution for edge computing but their overheads
are not well understood nor are they widely deployed because applications need to use OS specific interfaces. Virtualization techniques
have energy overheads depending on the workload. For example,
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measure networking latency. The experimental evaluation results
are shown in Figure 1. We used Memcached server on an ASUS Tinker Board with Linux kernel 4.14.14-rockchip that is installed with
the Armbian 5.38 distribution. We use the Mutilate benchmarking
tool on a separate load generator machine. Both systems have a
1 GbE NIC and they were connected back-to-back with an Ethernet cable to eliminate other network functions such as switches
from the experiment. Memcached was configured to use 512 MB
of system memory and Mutilate was configure to run a read-only
workload to avoid measuring Memcached LRU cache replacement
performance. The numbers shown are the average and standard
error over 10 iterations of 30 second runs.
Latecy is high when moderate number of concurrent connections make read request to Memcached server running on 4 threads
with Linux network steering enabled, which is a Linux kernel optimization to distribute TCP/IP stack to multiple cores with singlequeue NICs [11]. For example, the average 99th percentile latency is
1.62 ms with a standard error of 0.10 ms with 50 concurrent connections. Measured goodput is well below the bandwidth limitations of
1 GbE NICs and CPU utilization monitoring with top utility shows
that CPU resources are fully utilized at 40 concurrent connections.
The high latency with moderate number of concurrent connections suggests a problem for edge use cases that need to communicate with low-power sensors, smart devices, and centralized cloud.
We expect virtualization techniques to further increase latency on
single-board microservers, which lack hardware virtualization features such as SR-IOV. The empirical results indicate that revising
OS design and interfaces has high potential to reduce NIC-to-NIC
latency on edge devices.
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Figure 1: The goodput and the 90th , 95th , 99th percentile
latency reported by the Mutilate benchmarking tool with
Memcached running on an ASUS Tinker Board single-board
microserver. The numbers shown are the average and standard error over 10 iterations of 30 second runs. The average
99th percentile latency is 1.62 ms with a standard error of
0.10 ms when 50 concurrent connections make read requests
to Memcached running on 4 threads with steering enabled.
The high latency with moderate number of concurrent connections suggests a problem for network intensive edge use
cases.

Jin et al. [14] report energy overheads between 59% and 273% over
bare metal for the KVM hypervisor.
In summary, there are various known overheads in both OS design and interfaces that hinder low latency networking and energy
efficiency on edge devices. Furthermore, while virtualization techniques improve security, they have additional overheads to bare
metal.

Q2. What OS design and interfaces strike a balance between
security, low latency, and energy efficiency?
The goals of security, low latency, and energy efficiency can be
conflicting at times. For example, polling is often used as an optimization to reduce latency, but it has energy overheads [21]. Virtualization techniques improve security by providing better isolation,
but they have various overheads compared to bare metal [8].
Most commodity OSes use shared-memory kernel design, which
has overheads from kernel data structure locking and context switch
costs. Multikernels are a kernel design that attempts to address
shared-memory kernel overheads by partitioning system resources
between CPU cores and using explicit message passing for intercore communication [6]. Unikernels are a single-address space
kernel design, which also attempt to reduce overheads in hypervisor
environments [18].
Networking performance is particularly important in edge computing. However, commodity OS networking stacks has known
overheads that can be attributed to POSIX socket API [13, 24] and
its in-kernel implementations [12]. Kernel-bypass networking techniques [26] and clean-slate networking APIs [10], for example,
improve networking performance significantly. While backward
compatibility is an important factor when considering the OS interfaces for edge computing, there is increasing evidence that the
standard POSIX interfaces are no longer adequate for modern applications [4]. Furthermore, the emerging serverless computing
paradigm, which is one candidate for edge computing deployment

Methodology: We plan to conduct a series of experimental evaluations to measure latency and energy overheads of OS design,
OS interfaces, and virtualization techniques to understand if the
current state of practice is sufficient for edge computing. We plan
to instrument system components and monitor system statistics
to quantify the overheads in detail. Specifically, we plan to modify
Linux kernel sources and also use a custom system stats monitor
that we implemented, ustat [7].
Our initial focus is on NIC-to-NIC latency – the time it takes
for request arriving on the NIC receive queue to be processed
in userspace so that response is placed on the NIC transmission
queue. To measure NIC-to-NIC latency, we plan to use Memcached
server [9] and Mutilate benchmark tool [16]. These tools allow
us to focus on networking system components but still maintain
a realistic experimental setup. Furthermore, we focus on singleboard microservers because they are a promising platform for edge
computing because of their low-cost and low-energy requirements,
and a large existing installation base [20].
Expected outcomes: We have conducted initial experimental evaluation on an ASUS Tinker Board single-board microserver [3] to
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model, makes POSIX API compatibility less relevant because applications are implemented using higher level APIs than what POSIX
provides. It is also unclear whether current OS designs and interfaces are adequate to efficiently support serverless computing
paradigm at all [15].
Commodity OSes are often implemented in the C programming
language. The use of unsafe languages such as C has lead to commodity OSes being targeted for large scale exploitation [5]. However, OSes are starting to be implemented in high-level languages,
which exploitation much harder. For example, MirageOS, a unikernel, is implemented in OCaml, a fast and safe language to leverage
type system for safety in a single-address space environment [18].
Recently, the Rust programming language has emerged as a highlevel systems programming language that follows the zero-cost
abstraction principles of C++, but with a much stronger type system [5]. On example of an OS implemented in Rust is Tock, an OS
for low-power microcontrollers [17]. Tock effectively leverages the
Rust type system to provide isolation on hardware that does not
provide isolation support.
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Methodology: We plan to explore OS design and OS interfaces
by building a prototype OS. We are first targeting virtualized x86
architecture using the virtio device model for simplicity, observability, and ease of development. The main goal is to explore the
design of OS interfaces that reduce NIC-to-NIC latencies. We plan
to reimplement Memcached to the new OS interfaces and conduct
an experimental evaluation to compare its network latency and
energy efficiency to Linux. For the former, we plan to use the Mutilate benchmarking tool and for the latter, we plan to use hardware
performance counter such as Intel’s Running Average Power Limit
(RAPL) [22] and an external power meter.
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Expected outcomes: We expect to show that an OS design and
interfaces that combine multikernel model [6] and kernel-bypass
networking [12] reduces NIC-to-NIC latency and improves energy
efficiency because (1) system calls are eliminated from network
processing fastpath, (2) partitioning system memory all the way in
userspace improves performance and scaling, and (3) CPU cores
that complete their work are able to enter deep sleep modes without
interference from other cores that are working. We also expect to
show that using a high-level language for kernel implementation
makes the system more secure while retaining the efficiency of
kernels implemented in unsafe languages.
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