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In a Nutshell

Host-based intrusion detection is inaccurate and non-
interpretable because our models of system behavior are
incomplete, imprecise, and hard to reason.

Intrusion detection is an important line of defense but it
constantly fails us.

Data provenance provides a complete, structured, and
semantic understanding of system behavior.

Better information leads to better models with better detection
capability and attack attribution.



Host-Based Intrusion Detection

Anomaly Detection Challenges
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Data, Data, Data

. many computationally
sophisticated methods have been
applied to the intrusion-
detection problem, yet there are
few well-accepted solutions ..
perhaps a disproportionate amount
of attention has been directed to
the data modeling .. attention
should be paid to considering
what are the most effective data
streams .. [Warrender, 1999]
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We have been analyzing data a lot here

Maybe we should start looking
at what's happening here




Data, Data, Data Provenance

W3C PROV Data Model Type | DAG Representation

Entity/Activity Node Kernel data objects (e.g., files, packets)
Inode attributes, network addresses, etc.

Relationship Edge Processes manipulate entities
Agent Node Users and groups that enact activities
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From Provenance to Models

[path] /home/vagrant/examples/provenance/pipe.o 64886

[path] /home/vagrant/examples/provenance/pipe.o

[task] 0 I_ .I I_ I
/ 1 inference model = "generative model
. a(v.ylx)=q(vix)q(y|x) P(x|TT.y)
tad1
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Can Provenance Help?

How does a model think in the past
Prediction > #’j

Why does a model make such a prediction
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